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Abstract: The increasing occurrence of cybercrimes poses a critical and consequential challenge to the business
and financial sectors, hence necessitating judicial responses to address these threats. This paper explores the
impact of the judiciary on cyber security crime through the lens of legal framework, enforcement mechanism,
and case law. It analyses how judicial decision structure cyber security policies and practices within business
and financial sectors, influencing compliance standards and risk management techniques. The research identifies
trends in judicial interpretation of cybercrimes legislation, outlining the role of judiciary in setting legal
precedent and ensuring accountability Also, the research discussed the validity of judicial system in deterring
cybercriminal activity, advocating the importance of cooperation amongst the cyber security collaborators and
legal institution. The findings highlight the need for a flexible legal framework comprising a specialized
knowledge for judiciary, prompt response to cybersecurity cases, interpretation and application of current
cybersecurity laws and regulation etc that moves in line with technological advancements, aiming to enhance
the adaptation of the business and financial sectors against cyber threats. This research contributes to a clearer
understanding of the judiciary’s influence in shaping cyber security environment, offering recommendations for
policymakers, legal practitioners and business to enhance legal framework for cybercrime.

Keywords: Cyber security crimes, Impacts of Judiciary on cybercrime, Cyber security crime on business and
financial sectors.

Introduction

The judiciary’s impact on cybersecurity crime in business and financial sectors is profound. It not only assists in
the prosecution of cybercriminals, but also empowers business and financial sector to increase their
cybersecurity measures, thereby promoting a safer and more resilient economy. They play a crucial role in
shaping the legal landscape of cybercrime. Through their decisions, judges interpret and apply laws related to
cybercrimes, influencing the development of jurisprudence in the area. In this computer age, businesses and
financial institutions faced exceptional and remarkable challenges posed by cybercrime, requiring strong
measures for protection and accountability. The judiciary plays a pivotal role in shaping the legal framework
that governs cybersecurity, addressing both compliance and enforcement measures around these sectors.
Through the creation of laws, Interpretation of existing regulations, and adjudication of related cases, the
judiciary does not only provide a landscape for obviating cybercrime but also ensures that businesses are held
accountable for breaches and lapses in security. The Judiciary is oblige to make and interprets laws that will

help to curb cybercrime in business and financial sectors.
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The impact of the judiciary on cybercrimes includes various aspects of development of legal standards for data

protection, the clarification of liability in cases of data breaches, and the enforcement of penalties for
cybercrimes. The judiciary influences how business and financial sectors implement safeguards against cyber
threats by giving interpretations on various statutes related to cybersecurity; hence ensuring that these sectors

adopt proactive strategies to protect sensitive information and maintain customers’ trust.

However, cybersecurity laws cannot exist without judiciary. The judicial decisions contribute to the evolution of
cybersecurity law, which addresses threats and challenges as technologies emerges. In this era where criminals
utilize sophisticated techniques to exploit susceptibilities, the responses of the judiciary in shaping policy and

legislation, helps to encourage innovation in cybersecurity practices and foster a safer digital ecosystem.

Statement of the Problem

A number of factors like rapid advancement of technology, high rate of unemployment, quest for quick wealth,
and the increasing reliance on digital platforms for business and financial operations have led to a significant
rise in cybersecurity crimes. Despite the continuous and persistence fight in safeguarding sensitive data and
financial transactions, most businesses still faced challenges in mitigating cyber threats. However, the role of the
Judiciary in shaping the legal framework sounding cybersecurity cannot be undermined, yet, its impact on
curbing cybercrime in the business and financial sectors remains inadequately explored.

The researcher seeks to analyze the effectiveness of current judicial mechanisms and laws in combating the
complexities of cybersecurity. Also to assess whether the existing legal framework is adaptable to the evolving
nature of cybercrimes and whether judicial responses adequately prevent malicious activities. Besides, this is
achieved by examining how judicial decisions influence the development of cybersecurity policies, the
enforcement of laws against cybercriminals, and the protection of business and financial sectors from cyber
threats.

By investigating the interaction between the judiciary and cybersecurity crimes in business and financial sector,
this research aims to highlights areas for further study in legal responses, propose recommendation for
strengthening judicial effectiveness, and contribute to the broader discourse on enhancing cybersecurity

measures in these critical sectors.

Conceptual Framework

The Concept of Cybersecurity Crimes

Cybersecurity crimes, often called cybercrimes, e-crime or hi-tech, are illegal activities conducted via the
internet or involving computer technology, aimed at achieving various malicious objectives like data theft,
fraud, or disruption of services. These crimes targets individuals, organizations, or government entities and
exploit vulnerabilities in systems, networks, and devices. A computer crime encompasses criminal activities
which can aptly be categorized by its unique typology of computer related crime, comprising conventional
crimes in which computers are instrumental to the offence.! The first published report of cybercrime occurred on

the mainframe computer in the 1960s'. These cybercrimes can come in form of malware attacks, phishing,
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Denial-of-service (DoS) attack, Social Engineering, and Data Breaches etc. They have common characteristics
like:

1) Anonymity: it can mask its identities, making detection and prosecution challenging.

2) Global Reach: The internet allows cybercriminals to operate across jurisdiction, complicating the effort of

laws enforcement.

3) Rapid Evolution: Cyber threats evolve quickly as criminal adapt to technological advancement and emerging

trends.

4) Low cost and high reward: The level of high reward from cybercrimes when compare with the low

operational costs attract more people into criminal activities. etc.
The Widespread Impact of Cybersecurity Crimes

As cybersecurity threats continued to evolve, they are not without a significant impact, aimed to exploit
vulnerabilities. Cybersecurity crimes have both direct cost and indirect cost on the economy like, reputational
damage and loss of consumer trust. Cyber bullying and identity theft can have severe psychological effects on
individuals, while broader societal impacts include erosion of trust in digital communications. Lastly,
cybercrimes can be a great threat to national infrastructure, critical services, and governmental operations, hence

raising concerns over state security.
Cyber Security Crime on Business and Financial Sectors

Globally, a cybersecurity crime poses a significant threat to businesses and financial institutions. It has
jeopardized sensitive data, financial resources, and consumer trust. Since most organizations are increasingly
reliant on digital technologies, the risk of cyberattacks evolves and inevitable, there-by creating a concern for
robust cybersecurity measures. Most business and financial sectors records significant financial losses due to
cyber theft, ransom payments, and recovery costs. The average cost of data breach runs in millions of dollars,
including immediate losses and long-term reputational damage. The reputational damage can come in the form
of dilapidation of customer’s trust and brand integrity. Customers on this note may hesitate to engage with
businesses, leading to decreased sales and customer loyalty. Additionally, businesses and financial institutions
often face stringent regulatory requirements regarding data protection, and compliance most cases attract hefty
fines and legal actions. A lot of business operations are disrupted by cyberattack, affecting service delivery and

productivity, hence leading to further financial implications and customer dissatisfaction.
Impacts of Judiciary on Cybercrime

As digital technology spread speedily, so do the methods used by the cybercriminals, necessitating a responsive
and adaptive legal landscape. On their wisdom Emmanuel O, and others said that as the technology evolves, so

too do the methods used by cybercriminals, and outdated legal frameworks are often inadequate to handle these
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new challenges.? The judiciary plays a significant role in shaping the legal framework through the interpretation

and enforcement of laws related to cybersecurity. Through the adjudication of cases of cybercrime, the judiciary
not only imposes penalties but also influences legislative developments and established precedents that guide
businesses and financial institutions in their security practices. This section explores the impact of the judiciary

on cybercrime as buttress below:
1) Judicial Interpretation and Application of cybercrime laws

The judicial interpretation and application of cybercrime laws are critical in determining the scope and
effectiveness of these laws. One thing is to interpret the laws and the other is to apply these laws in a way it will
protect both individuals and public sectors from cyber threats. Judges must balance the need to protect
individuals and organizations from cyber threats with the need to ensure that laws are not overly broad or
restrictive. In the case of United States v. Lori Drew? the United States District court considered the application
of the Computer Fraud and Abuse Act (FAA)* to online harassment. The court’s decision highlighted the
challenges of applying traditional laws to emerging forms of cybercrime. In the same vein the court highlighted
the complexities of applying the CFAA to online activities in the case of United States v. Nosal®. However, the
court’s decision on the case of R v. Mcnulty® emphasized the importance of protecting individual privacy in the

digital age.
2) Judicial Activism and Cybercrime

The judiciary plays an active role in shaping the laws on cybercrimes through judicial activism. Judges can help
to ensure that the legal system remains effective in addressing cybercrime, by interpreting laws in a way that is
responsive to emerging cyber threats. In his wisdom Justice K.K Usha in the case of Shreya Singhal v. Union of
India’ struck down section 66A of the Information Technology Act® and demonstrated the importance of judicial

oversight in ensuring that cybercrime laws are constitutional and do not unduly restrict individual rights.
3) Legal Framework Governing Cybercrime

The legal framework governing cybercrime is derived from a mix of statutory laws, common law principles and

international treaties. The computer Fraud and Abuse Act (CFAA)?® in the United States serves as a primary
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statute aimed at combating cybercrime by prohibition unauthorized access to computer systems. Other similar

frameworks include: the EU’s General Data Protection Regulation (GDPR)® and the UK’s Computer Misuse
Act 1990%, which impose stringent requirements on organizations to secure personal data. The interpretations
given to these laws by the judiciary plays a significant role in determining their applicability and scope. In the
case of United States v. Morris!? for example, the court defined “exceeding authorized access” under the CFAA.
The case involved a computer virus created by Robert Tappan Morris that impacted thousands of systems. The
court’s ruling clarified or defines what constitutes unauthorized access, setting a precedent for future cases

involving similar offenses.
4) Judicial Interpretation and Precedent

As earlier noted, judiciary’s interpretation of cybersecurity laws critically shapes the legal meaning of statutes.
In re Sony Gaming Networks and Customer Data Security Breach litigation®3, the court dismissed claims against
Sony on the ground that the company did not owe a specific duty to protect users from unknown harms. The
case addresses the challenge of establishing a legal duty in cybersecurity issues and set a precedent for similar

cases where organizations face scrutiny for data breaches.
5) Impact on Business Practices

The decisions of the judiciary have profound implications for business practices regarding cybersecurity.
Companies are obligated to embrace preventive measures and develop comprehensive cybersecurity policies to
protect sensitive data, hence mitigating legal risk. The court in the case of FTC v. wyndham worldwide Corp.
affirmed the Federal trade Commission’s (FTC)** authority to regulate cybersecurity practices under the unfair
or deceptive acts and practices (UDAP) standard. It also held that inadequate cybersecurity measure could
qualify or seen as deceptive acts, hence encouraging companies to increase their cybersecurity protocols or

dance the music of legal repercussions.

Additionally, the judiciary has influenced corporate governance regarding data protection. The court
demonstrated how it can enforce compliance with data protection practices in the case of Facebook, Inc. v.
Alterations to user data handling.*> The outcome of the case illustrated that companies must prioritize user data
protection or risk significant penalties, further embedding cybersecurity into the corporate governance
framework.
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Looking at the global nature of the internet, it necessitates international cooperation in combating cybercrime,

and the judiciary plays a significant role in this collaboration. International treaties like the Council of Europe’s

Budapest convention on cybercrime!® emphasize the need for effective cross-border legal cooperation to address

cyber threats. Judicial authorities are regularly called upon to interpret these treaties within their legal systems,

hence increasing international cooperation. The case of United States v. Microsoft Corp?’ is a good case that can

be used to

Methodology

Research Design

This is the specification of methods and procedures for acquiring the information needed for the research. Ex-

post facto research design was used. This study is historical in nature and it covers ten years annual report of

companies under study starting from 2011 to 2020. This study was done in Nigeria and it covers a | year period
from 2011 to-2020.

Population of the study

The population of this study was made up of twenty (20) giant listed companies in Nigeria. They include:

1.

9.

Dangote Cement Plc
Zenith Bank Plc

Nigerian Breweries Plc
First Bank Plc

United Bank of Africa
First City Monument Bank
Unilever Nigeria Plc
Cadbury Nigeria Plc

Stanbic IBTC

10. Access Bank Plc

11.

Union Bank of Nigeria Plc

17(2018) 138 S. Ct. 1202
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12.  Guinness Nigeria

13 Flour Mills of Nigeria Plc

14. Guaranty Trust Bank Plc

15. Lafarage Cement WAPCO Nigeria Plc

16. Total Nigeria Plc

17. Unilever Nigeria Plc

18. PZ Cussons Nigeria Plc United Bank of Africa
19. UACN

20. Nestle Nigeria Plc

For the purpose of this study, data were obtained from the company's websites and published annual report of
the companies under study. The technique used in analyzing the formulated hypotheses for the study is the
multiple regression technique done with the aid of SPSS (Statistical Package for Social Sciences) version 23.0.
The study also used GRI 3.1 to analyze economic, environmental and social performance disclosure index. In

doing this, content analysis was used to extract data from Global Reporting Guideline.

Sample and sampling Techniques

Due to the fact that our population is not large we therefore adopt the whole companies as our sample size.
Data Analysis and Results

Recommendations

From the study, the following recommendations are made to enhance sustainability reporting.

1. Sustainability reporting should be encouraged and a regulatory body set up to see that company's include
sustainability report in their annual report as the study has shown there is a significant effect of sustainability

reporting on company's performance.

2. Companies should be encouraged to disclose economic performance as this may increase their performance

in the long run.

3. Since companies have not been complying fully to international best practices, there should be mandatory
localized environmental reporting framework in line with international best practices on issue of sustainability

reporting.

4. Companies should maintain a good relationship with their employees, suppliers, local communities and others

concerned and report this appropriately in their annual report as this has an effect on their performance.
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Contribution to Knowledge

To the best of our knowledge this study has contributed to the body of existing literature by looking into the
effect each of the component of sustainability: economic, environmental and social has on company's
performance. The study also contributed to knowledge by finding out that economic performance disclosures

has no significant effect on return on asset.
Suggestions for Further Study

Since we have different financial performance indicators, the researcher suggests that further studies should be
carried out using other indicators such as return on equity, or a market performance indicator like market share.
Further research can be carried on least performing companies covering same number of years or a broader

number of years.
Conclusion

In this study, effort has been made to examine the effect of sustainability reporting on company's performance.
The study has four specific objectives: to determine the effect economic, environmental and social performance
disclosures have on company's performance. The study made use of secondary data. The study found that
economic performance disclosure and environmental performance disclosure has no significant effect on
company's performance while social performance disclosure has a significant effect on company's performance.
Mandatory localized reporting framework in line with international best practices should be put in place to

encourage sustainability reporting.
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